AlterPath™ BladeManager

Blade Management

The AlterPath™ BladeManager is designed to address the
need for secure, remote out-of-band access to the IBM®
BladeCenter™.  The  AlterPath  BladeManager
complements IBM Director by adding out-of-band access
to and administration of blade servers from “bare metal”
and BIOS-level access to operating system (OS) level
support for Windows®, Linux® and AIX®.

The AlterPath BladeManager includes the following
management features:

Securing Access

The AlterPath BladeManager provides a single point of
entry into the BladeCenter Network. The BladeManager
is configured to authenticate users by utilizing the existing
corporate authentication infrastructure such as RADIUS,
LDAP, TACACS+, Kerberos, NIS, SecurelD, and Active
Directory. Once authenticated, the user has access to
BladeCenter resources as defined by the security
administrator in the access control list (ACL). All access
to the AlterPath BladeManager and to the BladeCenter
resources is logged providing a security audit trail.

The AlterPath BladeManager implements security
profiles that are applied to each user or user group. Each
security profile can define access restrictions based on
any combination of client IP address, VLAN and time of
day. Security profiles also define what actions each user
or user group may perform such as serial console access,
KVM over IP access, remote power control and virtual
media access. When used in combination with ACLs, the
AlterPath BladeManager provides secure and scalable
access management for the IBM BladeCenter.

Console Access

The AlterPath BladeManager includes both a Web-based
interface and command line interface (CLI) using SSHv2
to allow access to the serial console of individual blade
servers in each BladeCenter. This provides access to
BIOS-level messages as well as OS boot/shutdown and
runtime access. Power control for each blade server is
integrated in the user interface for convenient and
controlled access to the power management features of
the BladeCenter. The Web interface also provides
controlled access to the KVM over IP interface to allow
management of graphical operating systems such as
Windows.
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Applications:
BI0S-level access to blade servers
BIOS logging and event detection/notification
Console logging capability for Linux and Windows 2003
Emergency Management Server (EMS)
0S event notification for Linux and Windows 2003 EMS
Multi-user access to Serial over Lan (Sol) console ports

Single sign on for multiple BladeCenters

Benefits:
Centralized authentication (RADIUS, LDAP, TACACS+, Kerberos, NIS,
RSA SecurlD, and Active Directory)
Access control per user and/or user group for each blade server
Access logging and auditing
Serial console/KVM access for each blade server and power control
Security proxy functionality for the existing BladeCenter Web inferfaces

Secure Shell (SSHv2) proxy providing secure encrypted access to

Out-of-band administration for 84 blades, 24 blade switches and
12 BladeCenter Management Module (12 MM)
BladeCenter Management Module (MM) failover
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AlterPath™ BladeManager Specifications

Access is also provided via the Web interface to the virtual media,
which allows for complete remote system reboots and rebuilds, and
for installation of patches and software packages. Granular access
control ensures that users will only have access to blade servers and
features as predefined by the management team.

1/0 Module Access

Access to the BladeCenter I/O modules (switches) can be through the
current Web interface using the AlterPath BladeManager as an
authentication and security proxy or through a secure and encrypted
SSHv2 CLI. In both cases, the AlterPath BladeManager will enhance
the security profile of the standard BladeCenter management
interfaces by allowing secure deployment and ongoing management
of the BladeCenter.

Access and Console Logging

The AlterPath BladeManager provides the ability to record or log user
access to systems, a function critical to a secure deployment. The
AlterPath BladeManager records a time-stamped entry each time any
user connects to the AlterPath BladeManager, or begins a session to
access a BladeCenter resource including the blade server consoles
themselves.

Additionally, the AlterPath BladeManager can be configured to record

all user keystrokes during a console session, thus providing a
complete audit trail of all user sessions.

Part Number Model

View Consolidation

Remote Access

Data Logging

Event Management and Automation

Enterprise Integration and Security

Supported Systems
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