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CEIA NetlD Network Management System

NetlD System Goals

e Data collection from each CEIA
Security Device detailing the | |
information on every single b [ —
screening check [ 5 SRy T il s J

e Monitoring of the functionality
of each Security Device

|

e Real time verification of the
security and operational
configuration

e Detailed reporting of the
passengers data and the Security =8
Device configuration data
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CEIA NetlD Network Management System

NetlD System Layout

[ B
[ﬂH

APSiM3Plus

Termmal #2

EMD #1

EMD #N

EMD #1

i APSiM3Plus

NetlD SERVER

EMD #N

Operators PC
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CEIA NetlD Network Management System

EMD Iransits logging

Data saved for each transit

<> Date and time
([dd-mm-yyyy hh:mm:ss)

< Transit direction

< For Metal and radiological
threats

APSiM3Plus

e Alarm levels
e Alarm zones
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CEIA NetlD Network Management System

Network APSiM3Plus

Advanced Power Supply and Interface
Module

e Ethernet 100base-TX connection from
bottom and ceiling

e 802.11 b/g Wi-Fi
e Bluetooth 2.1

e USB host and device interface

e RS-232 interface

e Zero Configuration Networking
(Zeroconf)
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CEIA NetlD Network Management System

Network APSilM3Plus

(2-3)

e The Transits events are stored in Panel type

a FIFO queue in the APSIM3Plus
persistent memory that is able to
contain up to 50,000 records.

RS-232 : T~ USB

e |f the network connection with
DevicelLink is lost, the events
will be afterwards automatically ANTITAMPER || |ZOWER  ETHERNET
retrieved by the DeviceLink
Service when the network
connection is restored.

Part # APSIM3Plus/P
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CEIA NetlD Network Management System

Network APSilM3Plus

(3-3)

e The APSIM3Plus device is
provided with a real time clock
daily synchronized with time

Column type

=8 ANTI-TAMPER

USB
and date of the Airport temporal MICRO USE ON/OFF SWITCH
reference server by the NetlD
) } ) POWER RS-232
DevicelLink service. SUPPLY
. . ETHERNET
e The Ethernet communication TR AR

over TCP/IP uses the AES-1
encryption algorithm to protect
the data on the network Part # APSIM3Plus/E
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CEIA NetID System: User Applications

User Applications

NetlD SERVER

T § M

NetID NetlD
Management Monitor

The program used for The program used for
the configuration and real time monitoring
the management of of Metal Detector

the Security Devices and other Security

Devices operation and
configuration
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NetID
Reports

The program used

for production and
scheduling of the
statistics on the transit
data acquired and on
the configuration of the
Security Devices
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CEIA NetID System: User Applications

NetlD Management

(1-2)

Metal Detector Management

The software is used to configure a Security Device in the network
and to enter all the parameters that must be monitored.

151 Ceia NetID - Add Device il

—Device Installation Parameters

J — Network Device:
=

Device Type: |UZ PNZO
IP Address: |111.111.111.1

Device Name: IGATE].

- —Serial COM Device:
Lnl::ﬂtinntlTermlnal A j

Serial Port: > l
Password:

Device Controller:

Device Link: |DL1 j ‘ Load Device Data |

Activation Key: |

Parameter |Description Value -
SN Serial Number (Read <nly) (not read yet)
I3 International Security Standard NILECJL
SE Sensitivity of Metal Detector [0..99] (Read only) 65
MY Minimum alarm Volume [0..9] 2
Y Alarm Volume [0..9] 3
AD ARlarm Duration 1p
AT Alarm Tone [0..9] 2
BM Display Bar Mode CONT
CH Transmission Channel [0..99] 50
Ds Maximum Detection Speed [0..9] 5
DV Diagnosis Volume [0..9] i]
GD Gate Direction [1..9] 1 -

Save

[ = |
aore|

| 9B54AM | 1071372004 VWW. C e | a . n e t
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CEIA NetID System: User Applications

NetlD Management

(2-2)

Security Director

Installation
Supervisor

[ET CLET Y
Supervisor

Installer #1 Installer #2

Maintenance Maintenance \ET I CHET
Personnel Personnel Personnel
#1 7 #3

Example of 3-level user hierarchy with three main categories

Installer #3

Security
Personnel
#1

Security
Supervisor

Security
Personnel
7]

Security
Personnel
#3

Operator
Management

The software is used to
create and assign all the user
profiles for the operators
who will use the NetlID
applications.

Every operator belongs to a
profile that has access to the
functions required.

* Installers
e Security personnel
* Maintenance personnel

User profiles are organized
hierarchically, based on the
type of operations assigned
to them.
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CEIA NetID System: User Applications

NetliD Monitor

Using the NetID Monitor program, the status and configuration of the
Metal Detectors can be displayed

Display of passenger flow rates in real time

[Tl Traeesvs 7.7  Hiaes e Ao Flnte: 1798%

& Device Monitering v 2.06. 64 -

onitoring nformation %
CEA NetlD - Moritoe | ru)]
Birport
ALL GATES
ALL GATES WITH STAT

N

List of variations in status and parameters , % e
K, 2

Bfotes: Diice Falura
Dhortnally: BATT

Ret Date Tussday | Octobar 12,2008 ¥

Exit
Fiterby: [ el Slfeaewsmera  =l[ramaerenioss =] Q

0 [ Dote & Time THame T [Tpe [tocsion [Feramete: | value | Dldvalue - Ll !
T} 0200 121 T0AM CATETWOIBETA 299538 2G5 0SS Lsbarey DS
£} 00720041121 03AM  GATET491BETA 833998 12FNZ) 0SS Laboraiory CH 3 w0
i L} 0cH07-2004112107AM  GATEVOTBETA 993993 12PNZ) DSSLsborsy AT 3 2
\,i) Oc-07-2004 112106 AM  GATE1431BETA 953339 02FMN20 0SS Leboraiory AD P 1P
o OcH)7-200411:21.04 AM  GATET491BETA 999999 02FNZ0 0SS Laboratory MY 1 o
5\ Oc-IS2004115350 A GATETA9IBETA 999939 0PN 0SSLsborsiory DS 4 5
‘E) Dc-0S-200411 8343 AM  GATE1491BETA 999999 02PN20  OSSLsboratory CH 3 &0
5, Oc-IS2004115347 A GATEOIBETA 993333 02PN 0SS Laboraiony AT 3 2 |
% O0c5-2004 115343 AM  GATET9IBETA 93338 0PN 0SS Laborsiory 1S TSASGTA TSASGTA MODFIE
\‘) OcH01-2004 114623 AM  GATE1491BETA 999939 02PN20 DSSLaboratory ZM FLOA 2
e et e et e O .
| ) 0cH01200411 4111 AM  GATE1491BETA 539339 02FNZ0 0SS Lsborstory 2N 2 FLOA
), 0012004113936 AN GATETA9IBETA 993939 12PNz DSSLsborsoy ZN FLOA  HOME
0 Oc-01-2004 113055 AM  GATE1431BETA 983339 02FN20 0SS Laboratory ZW NONE 2
A OcH01-200411:2412 AM  GATET491BETA 933999 02FNZ0 0SS Leboratory ZN MOKE

2 .
L} 0cr01-0004 096657 AM - GATET491BETA 833339 02PNZ0 0SS Laborstory 2N NONE  FLOA
X 0012004094603 A GATET491BETA 899939 02PM20 DSS Laboraiory AT 3 2 . .
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CEIA NetID System: User Applications

NetliD Monitor

Metal Detector real time monitoring

The EMD functionality is verified in real time and incidental failures
are immediately signaled

Video message digest by the NetID Monitor
software

Message by e-mail
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e The software allows
statistics based on
the data acquired
by the system in real
time

CEIA NetID System: User Applications

NetlD Reports

e The Report
Application includes
a rich library of
predefined reports
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Reports  Tools

Bl CeiaNetID - Reports
[_“_| @ 1] Standard Reparts:
[_j@ Admiristration

------ .| Daily External Backup

.| Group Access Rights
A

.| Operator Hierarchical Groups

- =, | Operator Statistics
- Devices
------ 3 I etal Detectar Metwark Configuration

------ .| Metal Detector Parameters Summary

I etal Detector Security Lewvel

Metal Detectars Parameter change log

I etal Detectars Parameter Walue by selection

Metal Detectors Status

------ .| Metal Detectors Status Change Logs

------ ] Operator Functionality Yerification [OFY)

=l @ Statistics

E“L,J Grouping by device

3 Paszz. Flow, Alarms R andom Alarm, Body, Shoes

Paszenger Flow and Alarms [no empty intervals)

.| Pazzenger Flow and Alarms [Tabular]

-
| Random &larm Statistic
-

~| Transits List

17| eH_IMEDUT Transits count

.| 2H_Muizance Alarm Bate Summarny

] zH_Pazsengers Percentage grouped by gate
E@ Grouping by Location

| Metal Detector & SAMD Statistic
.| Pags., Alarms,Random Alarm, Body, Shoes [b_l,l Locatio

.| 2H_Duaily Pazzengers Flow and Alams [Graph]

~| zH_Passengers Percentage by location [Graph)
=l \:L,J 2] Cugtorn Reportz
B-§4 EMa
: . Erd Equipment Functional Test
. EMA-3 Analyziz Log Report
- . Ebd-3 Summary B eport

—Repart Infarmation
Title: Passengers Flow and Alarms by Location [Graph)

Creation Date:

Deszcription:

% & [eex v[“ M o 1 of2 > “E b
CEIA NetID Reports

CELs - CELA Sp i
Title: Irawsits Floar CGraph gronped
Step Interval {minutes): 1,440
Date RBange: Between 19-Cct-2011 1200

Loratinn

Format:

IAcrobat Faormat [PDF)

f

Eharacter separated values
Comma-geparated values [C5W)
Crystal Reports (RPT)

Crystal Reports 7.0 [RPT]

Interval Location

Frem. To

. W N

Tz
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CEIA NetID System: User Applications

NetlD Reports

(2-2)

e The reports can be printed or exported in various
formats

e The ability to display, print and export the reports
depends on the operator’s access profile

e Reports can be scheduled for automatic
delivery to an e-mail server or a network
folder with a programmed periodicity
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CEIA NetID System: User Applications

Examples of Reports

New report - (HP LaserJet 2200 Series PS)

| 1 of4

(L

o« NetlD Reports
£l NetID Reports ———

Report description:
Printtime: 9:22:54AM
Print Date: ‘Wednesday, 5 March, 2003

Graph of the Muisance Alarm Percentage for each gate

Report description: Report on changes in device parameters

Print Time: 11:23:58AM

Datarange: Databetween $-Feb-2003 10:32 and 13-Feb-2003 05:22

Device: ALL Filter criteria: Print Date: Tuesday, 30 July, 2002

Gate: All gates

For CREWDT

DEVICE: CREWO1 GATE1l
TYTE: PIT10
GATE1 29-Jul-2002 8:25 pm AV Alarm Volume [8-->2] ADMINISTRATOR
TOCATION: Pepriinial GATEL 29-Jul-2002  7:36 pm AV Unable to change value [AV 0 -> Not valid parameter] MROSSI
TOTAL TRANEIT : 1,620 GATE1 29-Jul-2002 7:36 pm AV Unable to change value [AV 0 -> Not valid parameter] MROSSI
GATE1 29-Jul-2002 7:31pm AV Unable to change value [AV 0 -> Not valid parameter] MROSSI
HUIZANCE ALARM COUNT ] GATEL 17-Jul-2002 4:26 pm AV Alarm Volume [1-->8] ADMINISTRATOR
NTTSANCE ALARM % 21.48% GATE1 12-Jul-2002 6:00 pm 1S International Security Standard [2-->1] ADMINISTRATOR
GATE1 08-Jul-2002 11:14 pm IS International Security Standard [1-->2] ADMINISTRATOR
GATE1 08-Jul-2002 11:14 pm SN Serial Number [-->123321] NSMITH
GATE1 08-Jul-2002 11:14 pm PV Program Version [-->6310] NSMITH
FUCKERNDL DEVICE: GATE1 08-Jul-2002 11:14 pm DS Maximum Detection Speed [0-->5] VSTINE
GATE1 08-Jul-2002 11:13 pm MV Minimum alarm Volume [0-->1] NSMITH
TYPE: N I D R GATEL 08-Jul-2002 11:13 pm SE Sensitivity of Metal Detector [22-->1] ADMINISTRATOR
LOCATION: e t ep O Device changes: 12

TOTAL TRAMSTT

Prirt Time:
Print Date: Wediesdsy,S March, 203

0o

Filter Criteriz:  Trarsts Beween 9-Feb-200 1001 ard 13-Feb-2008 1001

Location: Pier &

Transits (%) for each Device in selected Zone

PIERADE
PIERADS

W PIERADY  18.8%
[ FIERAD2  126%
[ PIERADE  26.3%
[ FIERADS  28.1%
O PIERADS  10.3%
[ PIERADE  28%

Totall  1000%

FIERAD4

PIERADZ
For Pier A
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CEIA NetID System: User Applications

Iransit Reports

Statistics on the passenger flow rate and the alarm percentage
calculated, with time detail

I}
Body Shoes
Alkm = Almm Direction 1IN  OUT  Transiis
NetlD Reports w 1
N 1 1
N 1 1
X it} 1 1
CEIA SpA - Arezzo % ™ 1 1
X b4 i) 1 1
N 1 1
2 jiig 1 1
X N 1 1
Time Interval: Between %/1/2004 10:22 17AM and 10/13/2004 10:22:174AM ® g 1 i
Location Gate Security Level Date & Time Direction Alarms m 1 1
X o 1 1
IN 1 1
GATEL “ . o . .
Location A GATE1 NILECT 1 2004/09/21 11.11.16AM  OUT 1 1
Location A GATE1 NILECT 1 200409/21 11:11:128M TN
Location A GATE1 NILECT 1 200408/20 231:48PM N
Location A GATE1 NILECT 1 2004/09/20 231:35FM  QUT Display status: [N
Alarm: =
Location & GATE1 NILECT 1 2004/09/20 2:31:13PM ouUT Bodv Al H
L] arm:
Location A GATE1 NILECT 1 2004/09/20 22853 OUT @ YAl )
Location A GATE1 NILECT 1 2004/0%/20 10:13.094M  OUT oes Al
Location A GATE1 NILECT 1 2004/09/20 240:585M TN X
Location A GATE1 NILECT 1 200408/20 240:524M N X
Location A GATE1 NILECT 1 200409/20 240:445M TN
Location & GATEL NILECT 1 200409/20 £40:384M N ET &
Location A GATE1 NILECT 1 2004/09/20 240:254M N
Display starus: [N
Location A GATE1 NILECT 1 200409/14 9.49:14AM N X AL ———
arm: I [
Location & GATE1 NILECT 1 20040914 949:07AM W Body Alarm: ¥ =]
Location A GATE1 NILECT 1 200409/14 949:01AM N '
Shoes Alarm:
Location A GATE1 NILECT 1 200409/13 43%:05PM N
Location & GATEL NILECT 1 200409/13 43%:00PM N X
Location A NILECT 1 2004/09/13 4.37:55PM

WWW.cela.net
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CEIA NetID: System Architecture

Layout the System

f .. NetID Services

Console System Supervision

LDAP Active Directory Prunig DB Maintenance

o

File Server

=
Mail Server

s, Device Link Service
‘U~ 3 )
DB

@
2/, USER INTERFACE
SQL Server

' Reports
m LbApP Scheduling

J
Domain .

N

NetID Management

CEIA Security Devices
[ AF"

@ NetID Monitor

NetlD Reports
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CEIA NetID: System Architecture

NetID Deployment Options

2 ELSA Server Appliance

< ELSA Virtual Machine Image

2 NetlD Installation Package
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CEIA NetID: System Architecture

NetlD ELSA Server

< The NetID ELSA Server has been especially designed to
facilitate setting up a NetID control system:

e Pre-installed System including:
SQL Server, Windows Server, Active Directory, Terminal
Server and Domain Policies

e RAID storage system: comprising 450Gbyte internal storage
disks
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CEIA NetID: System Architecture

NetlD ELSA Server

e Redundant Power Supply

e Backup system: duplicate copies on internal
and external disks

e Licensed for up to 5 concurrent users and
100 Security Devices
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CEIA NetlD Network Management System

System Services

— |

NetID Device

Link

The Data Logging
service acquires

the transit data and
at the same time
monitors all the metal

detector
parameters

NetlD ¢

4

NetID
Console

The service contains
all the system checking
and signalling tools,
regarding both the
metal detector’s
operational status and
the performance of the
server

\

NetID Reports
Scheduling

The service produces
and sends the reports
scheduled by the
operator via e-mail or
using a network folder.

NetlD Report Scheduling
can also publish
scheduled reports to a
web server
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CEIA NetID: System Services

NetlD Device Link

<> Communication between the
Device Link service and the Metal
Detectors via the APSiM3Plus
devices undergoes a multi-layer

APSiM3Plus encryption and data integrity

EMDs Data

W

Data Link Layer: TCP/IP error detection and correction
and retransmission.

verification process to guarantee
data security and consistency.
Application Layer: NetlD Application Data Integrity
Check
SQL Relational Database Recording < Al system configuration data
and acquired information are
S . : :
= recorded in a relational database.
bl Table . Table Y
Table —pp!

Recorded Data
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CEIA NetID: System Services

NetlD Console

Statistics processing

The service includes a procedure for
synthesis of the passenger data
acquired to make it possible to
provide statistics on a large scale in a
short time.

Backup system

The system backup procedure is
carried out automatically on a daily
basis; operator involvement is
never required.

To guarantee maximum reliability,
backups are made in duplicate
copies on internal and external
disks.

SENSITIVE SECURITY INFORMATION - THIS DOCUMENT IS PROPERTY OF CEIA WHICH RESERVES ALL RIGHTS. TOTAL OR PARTIAL COPYING, MODIFICATION AND TRANSLATION IS FORBIDDEN

Performance monitoring

The service includes a continuous-
cycle autodiagnosis system which
checks and ensures the availability of
all the services.

Signalling system

The Console service can be
programmed to send signals
relating to the operational status of
the Metal Detectors and to the
main functions of the system via
the GSM module or E-mail.
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CEIA NetID: System Services

NetlD Reports Scheduling
1-3

Scheduling Scheduling
interface list

Using this function the
operator can receive the
updated statistics at
intervals without having to
repeat the request manually.

[g File System

Net¥®D» ™ Database

Web Server
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CEIA NetID: System Services

NetlD Reports Scheduling
2-3

< The service produces and exports the reports
scheduled by the operator' using the NetlID
Reports user application.

2 For each report the export format (e.g. html
text, Excel, pdf), data selection criteria and
frequency can be specified.

< The service automatically recovers missing
schedules.
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CEIA NetID: System Services

NetlD Reports Scheduling

(3-3)

The program allows specification of:

The scheduling starting

Report's schedule

Add

Export._. | Import__. |

Close |

The period to be covered
by the statistics, which

Mame

| Enabled | Last Run

| Last Fesult | Durationl Mext Execution

| changedl Type =

& Passengers Flow and Alarms by Location [Graph] - Schl YES

4

Mot available Mot available

17/04/201215:43  ADMINISTRATOR

can be fixed or vary
automatically in relation
to the scheduling

Fecurency: Once; Format: &crobat Format [POF]; Export by E -mail.

[¥ Schedule enabled

Parameters Iist:l Recuring | Exporting File Format | Delivery Options

Report Name: Pazsengers Flow and Alams by Location [Graph)

File name preview: 201 2-04-17 15h44m_Paszengers Flow and Alarme by Location [Graph)] - Sch.l. pdf

Schedule: IPassengers Flows and Alarms by Location [Graph] - Sch.l

Start Date: I‘I?-Apr 12 vl End Date:|13.Apr 2mz2 vl ¥ Mo end date

Next Execution| 17/04/2012 15:43

Insert execution date as
¥ prefis

{AutoT exth |
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Thank you for your attention Ceia

Call or visit us today!

WWW.cela.net

Infosecurity@ceia-spa.com
+39 0575 4181
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